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Preschool children lured to violent videogame 

websites by YouTube ‘trap ads’ 
• Trusted “made for kids” YouTube videos contain safe-looking ads that, when clicked, take 

young kids to third party sites promoting 18+ games and other age-inappropriate content  
• YouTube doesn’t allow these ads on its YouTube Kids platform – but is doing nothing to 

stop them on “made for kids” videos on its main site 
• YouTube’s main site remains the most popular site for children 

29 June 2022, London 

Trap Ads 

Young children using YouTube are being shown adverts next to trusted “made for kids” videos 
that tempt them to websites advertising violent videogames like Grand Theft Auto 5. 

These ‘trap ads’ often appear alongside trusted content such as Barbie videos. At first glance the 
ads appear safe, age-appropriate, and relevant to the content of the video, in accordance with 
YouTube’s own policies. 

But with just one click, the ‘trap ads’ can take children to websites promoting 18+, often violent 
videogame content. 

This loophole allows dodgy ads companies – and Google, which owns YouTube – to profit by 
placing ‘trap ads’ for videogame websites next to videos intended for pre-schoolers. 

“Made for Kids” 

The ‘trap ads’ appear next to videos labelled – either by their creators or by YouTube themselves – 
as “made for kids”.  

“Made for kids” videos do not contain many of the features of regular videos, such as the ability to 
leave comments or receive personalised adverts.  

However, by allowing ‘trap ads’ to appear on “made for kids” videos, YouTube is potentially 
exposing millions of young children to inappropriate and harmful content. 

Google does not allow the ‘trap ads’ loophole on its YouTube Kids sub-platform aimed at children, 
where ads are not clickable and do not take children to third party sites.  

But, despite YouTube’s main site remaining the most popular site for children, YouTube has taken 
no action to similarly protect children from this risk on its website. 



 

The ‘trap ads’ loophole was revealed alongside the release of a new 
research report commissioned by Global Action Plan and tech justice non-
profit Foxglove looking into how YouTube records children’s personal 
information, what advertising children are exposed to, and what steps 
YouTube are taking to protect young users online. 

Oliver Hayes, policy & campaigns lead at Global Action Plan, said: 

“No company should be making cash via the peddling of violent videogames to pre-schoolers – 
let alone Google, one of the richest and most powerful companies in the world. 

“Google must immediately close the ‘trap ads’ loophole and ban third party links from adverts on 
“made for kids” content. That would at least be consistent with its approach on YouTube Kids. 

“But Google should go further – it should ensure young children never receive these trap ads, 
regardless of what they’re watching. And whenever YouTube identifies a user as under 13, it 
should point that child to the YouTube Kids platform instead.”  

Notes to Editor 

About Global Action Plan 

• This research is the latest part of Global Action Plan’s End Surveillance Advertising to Kids 
campaign, which is calling on the UK Government to amend the Online Safety Bill to ban 
surveillance advertising to under 18s, and for social media companies to limit ads to 10% 
of what people see in their feeds. 

• The research was carried out by Tracking.Exposed, a team of researchers who have been 
investigating social media platforms’ algorithms and their impact on society since 2016. 

• Global Action Plan is an environmental charity working towards a green and thriving 
planet where everyone can enjoy happy and healthy lives within the Earth’s limits. We 
tackle the root causes of our climate and nature crises through research, campaigns and 
collective action that reconnect human and planetary health. One of these root causes is 
the largely unregulated world of online advertising, which is driving excessive 
consumption of stuff to the detriment of human and planetary wellbeing. 
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